TR == A AL TEEPLI S . 2025, 33(12)
|;IJI\IJ I-it'lﬁﬁﬁl}g- Vé y Computer Measurement & Control

51

NXEHRHS 1671 -4598(2025)12 - 0051 - 07 DOI:10. 16526/j. enki. 11-4762/tp. 2025. 12, 007 FE S %S TP393 XERFRIRAG : A

ETHENMERI S £ R ETHY
ZEBRMNERNTTE

i %, MsH, %3 X

(RZR¥7 FEITRERBE, PH% 710064)

BT ARG R 7R I 0 % 4 5 B B P G RO TR X P KRB s — S S o 0 2 e R S ARG, BN
%ﬂ%ﬁWﬁUWMFﬁMXﬂﬂﬁ,4EH%WQW%EHﬁWEK$ﬁﬁ%K¥%%‘%T%%&TAﬂEBAE
HIETRY L S 1 3 BB 25 e B2 X P 4 Eﬁu&ﬂtULWEMﬁihmﬁﬁ W R AHOR, 2t HH
S RS i 5 SRR KT T DR 30 T ST 2K B R AL s 2 R X 0 4 SR D 6 4 A 4R
WA 5 IRAT %’*iﬁi%&Hﬁiﬁi%?@*’lﬁlﬁ\ﬁéﬁﬁﬂﬁwé&% P38 0 B HE T P A RO AR s Al 7R R 4 CICIDS-2017
F1 CSE-CICIDS-2018 HEA7 52 40 25 3T, 1 16 V- M5 45000 I 80080 i o 36k 810 97,56 %6, 1 T 4 VRS B I iy o 3¢ 3 51
91.12% ., Hy UL IE B 7 35 75 26006 000 A ARG W o 8 3

ST EREUE SRR B Gs AR s RO s YRS AL

Intrusion Detection Method for Internet of Vehicles Based on
Adaptive Module and Multi-Generator

WANG Li, HE Liming, LI Ru
(School of Information Engineering, Chang’an University, Xi’an 710064, China)

Abstract: Intrusion detection is a critical security measure for the Internet of Vehicles (IoV) . However, it still faces
two major limitations: first, network attacks are constantly evolving in practice, making it difficult for pre-trained models
to detect the latest unknown attacks; second. there is an imbalance between benign data and attack data in network traf-
fic. To address these issues, this paper proposes an intrusion detection model named ATGCB (Adaptive and Tmg-GAN-
based Clustering for Intrusion Detection), which incorporates an adaptive module and a multi-generator adversarial net-
work. The adaptive module is a clustering model that detects data drift in an unsupervised manner. It identifies abnormally
distributed samples through clustering, triggers the generation module to produce corresponding pseudo-data, and then in-
crementally updates the classifier to improve generalization performance. The multi-generator adversarial network adopts a
high-dimensional feature extractor and multiple parallel generators to simultaneously generate multiple types of pseudo-data
with low sample overlap, thereby expanding minority classes and balancing the dataset. Experimental results on the CICIDS-
2017 and CSE-CICIDS-2018 datasets show that the proposed method achieves a model hit rate of 97. 56 % after data balancing
and 91. 12% when dealing with drifted data, which demonstrates that this method is more applicable to intrusion detection in
the ToV.
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