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Spatiotemporal Graph Anomaly Detection Method for WSN Privacy Data
Intrusion Nodes Based on FL. Optimization Joint Learning
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2. Institute of Computing Technology., Chinese Academy of Sciences, Beijing 100190, China)

Abstract: The spatiotemporal data across wireless sensor network (WSN) subnets exhibits the characteristics of strong
non-independent and identical distribution, which are susceptible to targeted attacks such as label flipping attacks and back-
door attacks, thus reducing the security of WSN. To address these issues, an anomaly detection method based on federated
learning (FL) optimization joint learning is proposed. Each WSN subnet generates a private spatiotemporal graph training
set based on local data, and the FL optimization joint spatiotemporal sliding average method is used to smooth the data,
thereby eliminating the noise interference of sensors and suppressing data mutations and abnormal fluctuations. Normalize
the maximum and minimum values of sliding spatiotemporal window data to ensure uniform data distribution, thus improving
the accuracy of subsequent anomaly detection. Build an anomaly detection framework based on FL optimization joint learn-
ing, aggregate the federated average parameters of edge nodes in WSN, establish the FL optimization joint learning objective
for anomaly detection, use the federated subdomain fine-tuning mechanism and encrypted parameter sharing, and combine
differential privacy with dynamic weight aggregation to adapt to non-independent and identically distributed spatiotemporal
data while suppressing targeted attacks, thereby achieving secure and accurate cross-domain anomaly detection. Experimen-
tal results show that under the label flipping attack and backdoor attack modes, the maximum values of node spatial distribu-

tion entropy are 0. 8 and 0. 6 and the simulation errors of the RF signal identification are 0. 7 and 0. 3, respectively, which
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are consistent with experimental indicators. This indicates that the detection results by this method are accurate and can ef-

fectively guarantee the transmission and storage of WSN privacy data.

Keywords: FL optimization joint learning; WSN privacy data; intrusion nodes; spatiotemporal diagram; abnormal de-

tection
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