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Transmission Security Control for Cloud Network 5G Communication
Downlink Channels Based on Asymmetric Encryption

GONG Xianfeng', XU Shengchao®
(1. School of Digital Communication, Guangzhou Huashang College, Guangzhou 511300, China;
2. School of Artificial Intelligence, Guangzhou Huashang College, Guangzhou 511300, China)

Abstract: In order to reduce the decoding error rate of channel transmission under serial interference in cloud network
5G communication environment, a security control method for downlink channel transmission of cloud network 5G mobile
communication technology based on the asymmetric encryption technology is designed. Establish an optimization equation for
5G communication downlink channel transmission attenuation balance based on optimal control value, optimal balance index,
and optimal control node of the communication channel. Generate secure public keys for channel transmission control nodes
based on the asymmetric encryption, decrypt the public key, and encrypt the encrypted data by combining with the attenua-
tion balance optimization equation. Innovatively and dynamically generate cloud network 5G communication nodes and off
network transmission control prime number, update a private key, enable a public key correspond to different private keys
on different transmission control nodes, and realize the downlink channel transmission security control under serial interfer-
ence. Experimental results show that by using this method, the decoding error rate of the edge server reaches below 10 °,
reducing the decoding error probability, ensuring that the data will not be tampered or damaged during the transmission
process, and the data transmission security control effect is better, which helps to solve the challenges faced by the edge
server during the data transmission process, and promote the improvement and development of the edge computing ecology.
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