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Fault Tolerant Control Method for Abnormal Communication Links of
UAVs Under Electromagnetic Wave Interference

JIAO Ku
(School of Information Engineering, Xi’an Mingde Institute of Technology, Xi’an 710124, China)

Abstract; The electromagnetic environment in which drones operate is complex and ever-changing, with multiple sources
of electromagnetic wave interference. These interference signals can overlap with the drone communication link signals, mak-
ing the signal spectrum complex and difficult to accurately extract spectral features that can effectively characterize the com-
munication link status. Therefore, a fault-tolerant control method for abnormal communication links of unmanned aerial vehi-
cles (UAVs) under electromagnetic wave interference is proposed. Extract spectral features from drone communication link
signals, use support vector machine (SVM) to detect abnormal links caused by electromagnetic wave interference, cut off ab-
normal links, and reconstruct drone communication links through whale algorithm. Adopting neural network to improve PID
controller and synchronously adjust the transmission and carrier frequency of the drone communication link, restoring the
normal communication of the drone to ensure communication continuity. Experimental results show that the transmission rate
of the proposed method is relatively higher and remains above 950 bps, and the error rate remains around 0. 15. This indi-
cates that the fault-tolerant control method performs better in electromagnetic interference environments, ensuring faster and
more reliable communication for drones in complex electromagnetic environments.
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tolerant control
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