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Study on Deception Detection Dethod for ADS-B Signals
Based on Improved BiLSTM

YAN Lirong, ZHAQO Zerong
(Civil Aviation Flight University of China, Guanghan 618300, China)

Abstract; With the rapid development of intelligent transportation systems, automatic dependent surveillance-broadcast
(ADS-B) technology, as an advanced means of air trafflic management and monitoring, is widely applied. However, the
openness and vulnerability of ADS-B signals make it a potential target for deception attacks. In order to improve flight safety
and prevent interference and deception, a deep learning based omnidirectional beacon signal processing method is proposed,
which detects deception behavior in ADS-B signals. This method uses omnidirectional beacons to collect ADS-B signals and
extract relevant features, and then trains the features through a bidirectional long short-term memory (BiLSTM) deep learn-
ing model to effectively distinguish between normal signals and deceptive signals. Optimize signal detection method by combi-
ning focus loss function and Bayesian optimization algorithm, and quantify flight state error through geometric position corre-
lation function. The results show that the loss value and accuracy of the model training reach up to 0. 25 and 98. 15%, re-
spectively, all indicators of the improved BiLSTM model are over 99. 50% in the classification performance. In addition, the
detection errors of the research method in flight speed., horizontal flight direction, and vertical flight direction are only
0.01%, 0.01%, and 0. 04 %, respectively. The detection of real signals shows that the loss values of flight speed, horizon-
tal and vertical directions are all 1, while the loss errors of deception signals on these indicators are 15%, 1% and 0. 3%, re-
spectively. In summary, deep learning ADS-B signal deception detection methods for omnidirectional beacon signal processing
effectively achieve high-quality detection accuracy and robustness, providing important technical support and reference for civ-
il aviation safety.
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