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Intelligent Evaluation Method for Communication Network Security
Threat Based on Genetic Neural Network
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2. Qiushi College, Dalian University of Technology, Dalian 116024, China)

Abstract: Facing the challenges of large amounts of data, diverse threat types, and dynamic environmental changes in
current communication network security threat assessment methods, traditional assessment methods based on rules and sim-
ple statistical analysis are difficult to meet demands for real-time and accuracy. To address these limitations, this paper pro-
poses an intelligent assessment method for communication network security threats based on genetic neural networks. Con-
struct a communication network security assessment index system, including the degree of attack on the communication net-
work, the communication quality and capacity after the attack. Non-numerical indicator quantification, positive processing.
and dimensionless standardization are used to standardize assessment indicators, a neural network assessment model opti-
mized by genetic algorithms is designed to achieve accurate and intelligent assessment of communication network security
threats. The proposed assessment method is validated on the dataset generated by the TOPSIS method, and the results show
an assessment accuracy rate of 92% , proving the effectiveness of the assessment method.
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