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Research on File Desensitization System Based on the National Security
SM4 and Format Preserving Encryption Algorithm
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(1. Data Security Technology Research and Development Center. The Third Institute of The Ministry of
Public Security, Shanghai 201204, China;
2. Faculty of Medical Imaging, Naval Medical University, Shanghai 200433, China)

Abstract: Due to the high confidentiality requirements for internal documents in the fields of government and finance, traditional
desensitization methods for data files stored on mobile media face problems such as low efficiency and incomplete desensitization con-
tent caused by large data volumes and diverse data types, a hybrid data type file desensitization system based on the combination of the
SM4 and FF1 is proposed. This system processes any type of data through content segmentation desensitization, and improves the
range, accuracy, and efficiency of file desensitization. In order to further reduce the memory consumption during the execution of de-
sensitized system code, a method for converting Chinese character library indexes is presented. This algorithm constructs the relative
index relationship between the plaint text to be detected and the Chinese character encoding library, and optimizes the key value map-
ping that relies on building a hash table in traditional desensitization systems. By randomly generating 1 000 test files for desensitiza-
tion test, the text unrecognition rate based on mixed types reaches 99. 8% , and the accuracy of desensitization and content recovery
reaches 99. 9%. The average desensitization rate of pure text type can reach 2 500 characters/second for 10 test files with a total size
of about 10 MB.
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FEBDR R B WA T oK E 2 B 70606 09 o Rk
£, WAEHIEEE DL S W E ., R k™
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PPl , HEWSCE T FPE 83k F IR A Bl #5889 Sk
KAAT I AL
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B B R WY, g o 2o AR TR Y A B O o 5t
FEHMY T, EREPEEHETL, SM4 TR EAH E
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AR TR BRI AR, e Rsh 128 R, 44
TR A GE AR R — A A A R e T MR
R T AL B AR ML sREL S SRR M AR e R BN

IR, B R A B I SCEE X A 4 A 32t
P (X, Xow Xow Xo)w RJG. SHBY Rk
B 32 MR ki TR . BB L AR M

BB MU www. jsjclykz. com



5 113 £

T, KM I E R, & 32 e E. W
Wt — R T A, BRIREANE CH L., FEd s
AHF B % R S el b SRR EHNN T (ks
rhyy s vy rhy) HEATEIE RS

1.3 REMZEHEE

I % (FPE, format preserving encryption) % ¥
T TR E A 2 Bl AT N ) IR A I S A
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BN 310 String Hi A text

il text (1 int[ ]2 ALY index 751

1:1& temp = new char[ ], 3t text 2881 char[ ],

2.4 result = new int[ ] fE R .

3 BN FEW UG K 5] initialChinese = Unicode 7 7 % 4 1
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430 7 temp 19 PR T4 -
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3.2 BREEEHGEIT
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i A 2 5 3 T A AE B P

NUM (X): X P30 00 745 5 Hic B0 AN T B )5 B o
X pNAN

NUM..s. (XD X PR MO AT 83 35 BRLL radix Jy 3
B4 o A R I BT A SR I S A R RN

STR: #E—1/NTF radix” M3E FUEEB X, A UK
8 X LA radix BB A AL E [T R .

3.2.2 Wk AMKAIR

T P IR 0 BRI EE T O WA B B, A — A B B
RELEBAR, 2 XREERNEESR. F_NWEER
BN S L AL BN 2 TR

Bk 2. BB 7 DeSensitive (X, T)

B2 25 2 128 {3 4 20 % 8 11 2% 1 o6 50 SMA 5 FF 43 41 % 1 114
B K BB radix; CHRER9 T B A BEFE I [minlen. . maxlen]; 8% {H
M e K15 K B maxTlen,

A BN radix KER » WHFFHFH X HP 2 € [min-
len. . maxlen];tweak iCfE T\ —AF KR ¢ MFAFRFH Kb
t € [0..maxTlen],

AT Yl LEN (Y) =0,

188 u=[n/2];v=n—u,

A E A=X[1..u]sB=X[ut+1..n],
X E b=[[v e LOG(radix)]/8],
WE d=4[b/4]+4,

5.4 P=[1]" | [2]" | [1]" || Lradix]® | [10]" || [u mod 256"

I 1Cadt I Cedt s

= W Do

6:0 N OB 93T -
6.1 A Q=TI LoJ " [ L] | [NUM,w (BY]",

6.2 4 R=PRF_SM4(P | Q.
6.3 4 SHUTFRFEBME d
R SM4x (R ®[1]") || SMdyx (R @®[2]") -+
SMix (R ®[[d/16]—17")

6.4 4 y=NUM(S),

6.5 W iis even, & m=u; HN, & m=o,
6.6 4 c=(NUM,4 (A)+y)mod radix”,

6.7 4 A=B,

6.8 4 B=STR/u (),

7R [ A B,

1) o A vk T Ak ¥R Iy

HRI~2W, &L u, v HFRBRKEn WAHBHAR
gl BETZRIE@M AL B X o A H B WA TF15%F
o & 2B WASDBFERFBREMSE: S, F4
BAKILFERS B L —DFER

TERYR 3~5 ., EXT —AMEERgE P, KAE W
IR 25 SM4 B D Bl AL PR 4L .

2) Feistel ¥R I%EAIN%

HBR 6, 4T FFL 1Y+ Feistel JHFREAL, 4k
TTAEFER T, WAL 2 iy 6. 1~6.8, fEHEAM

FHEEBELELRIT.

PR 6. 1~6.3, H, HiAKME T, FFFH B LHXT
LAY BRI radix FIOGFR K AN A 2 « S Im] didh oy —A> i
A8 Qs HE . WHithm & P A Q T FAF R EE A
HF SM4 5 PRF 4. DUAEB— N8 R; &J5. R
AR Ry B YT Jd AR S,

HFB6.4~6.6, 11 NUM (S) 5 NUM,,.. (A), 3K
MZ G B radix”, AR c. Hihom B{E N Feistel 4
A KB,

R 6.7~6.8, T, XM A, BWE, #E, KP
BE6.6 PARBEIMME c BT By — BT EFR, WA
%4 B,

25t UL B BRSE N — e 1) Feistel %, &3t 9 81§
W, Wi F55$H A, BB ETA 4. FF1 %1 PRF
PRERIIE T A5 55 AES il CBC ™ sz 8, A BF 5% 0 30 5
SM4 il 2% 51 BEAT B A AR

B G FE BT A ) FEL ff 2% 5k 5 28 Bk i 45
FAETR] . ANSEEE 3 R . R R RTESE 6 2 5N HE
BAFEAEE R, 1E Feistel 3 A0 B b H 5 51 % 5102 B i
HRE, 55 6. 7~6.8 LB, B 5 A W{E&H W
MR, H AMEH 6.6 HIRPIF NN o B T8
B, FEXYR 6.6 v, %A ARk TP i R T R A ok S R
WA, KRN RE S 2R 6.3 by
BRI R A B SM4 Bk S .

Bk 3. BRI 52 51 ReSensitive (X, T)

HI4R 251 - 128 {353 20 %5 1 1 %5 1 bR 4 SM4 s F T 40 3 i i
WY K HE radix; SRS I K 36 H [minlen. . maxlen]; 8 #
H 1 e K797 K maxTlen,

A BB radix KR 0 ECFFAF R XL H A n € [min-
len. . maxlen; H#AH T, — A F A5 KBy ¢ BYF W FEAFR, Kb o
€ [0..maxTlen],

Bl AR Y 73 LEN (Y) =n,

1.8 u=[n/2];0=n—u.

2.E A=X[1.. ul;B=X[u+1..n].

3.8 8 b=[[v+ LOG(radix)]/8].

4. %8 d=4[b/4]+4

5:% P=[11" [ [2]" || [1]" | CradixJ* || [10]" || [« mod 2567 ||
[ Lol Il Lo

6:4 9 B 03T -

6.1 4 Q=T Lo " " || [i]" || [NUM,4 (AT

6.2 4 R=PRF_SM4(P | Q.

6.3 A SHLLTFAFER AT d

R SMdx (R @®[17°) || SMdx (R ®[2]") -
SMid, (R ®[[d/16] —1]")

6.4 4 y=NUM(S).

6.5 i ZMEG L m=u; BW, L m=n.
6.6 4 c=(NUM, (B)—y)mod radix”.
6.7 4 B=A.
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6.8 4 A=STR. (o).

7:Return A || B.
4 R AR

AR AT HUN SCHF R R G B P RE R ME AR 2 AT UL, K
AR 4 PR .

| AR GEM AR
YRR SEHAERI R
B HLAE AR ) B 2 78 % 2 A I B4 R 84 - 42 181000
IO B S IONcHE | ||| 813 S Rk
L /N K200
'
S IBLBOR S8 . ‘ ‘
po SRR 4% 1
FIREAT AR peprepn

l ]
CRIAFBBUERAEN . M| || s egUm s, SR
B, WSMEEE ||| g R RR T
AR A

B4 Rl e

3 o A 0 o A SR B I SO I B 2R A S B
Gyt e AT, R 1 IR 1A [ 6 B B A I A R R
Bl W Taiy . By ST RS MR R AR G R R
W oG TR BB R AR AL 4G

1 B IGO0 R

afi Br bk
AN ki€ 419123456782090123 41912345678209001p
T % 141715601562274456 27037342037362634K
R 55 45 419123456782090123 41912345678209001p
PGS SIS EERINRA
AR & BiAE BB ID b 10034y | BR4E A 1236@163. com
ot 2 it AR AT op fif 82608Q | HiMFE 0604@210. QIE
kA2 45 e HeBE A ID 2y 10034v | HEA ly 1236@163. com

4.1 REMWXER
HISCHE N LB BT E B3RS, AR A2
A, K EBEHLE R 10 A~ EK/NR 10 MB (2 52 TF4) 1
P, 7E 100 MAFSE, 64 Giff, 10 #%H) Windows &G H .
BRGS0 IS0 58 58 S Wi % 1 B
KEATLE, DAL R 2 FioR.
2 B A R AR A Y

e B+ 50 R
S FERF () 47.3 82.5 209
i %% 3 2 (words/s) 13 000 6 500 2 600

H 2 i, RGO vk AT X T Al B 2R N A
o R AR, N R RF] 13 000 words/s, 10 M Ay SCE i
B RHFERT O 47,3 B, TR A 2R B0 I R GE F 2

600 words/s. 10 M Y SCPF N SO FEIS K 209 s, ABFS
H R I S 3l L S B 1 TR R T O SR A L Y A B
R E R R GE MR T, A () 2R ) S 0 A A
VR RO 104 10 5% 5 YR 0 I I Tr] 0P 247 M58 A
], SERrtE REM R A BRI W 5 R

F5  RGrERE N AR Al

WIRAE T, T ST HRGUMMEERAREG K
FoRRAT S . THREEDCT) =AU LR K 1 000 fy
SO AR SO R BELAE AR 200 AN FAF . KR 3 000 £ SCHE
WS IOR G - i 540 58 A5 0 52 0 B of o 0 e
AR AR RS R AT U BE R AT EE XS BEAIL AR AR A
RAUNKE 6 Fro

K6 o R I A

FOrp B i v R SO R TR P K R Y 4
SR JESC 10020 U8 e Ff o 42 A0 I 480 A% By el A W] U0
SESCONAEE L AR (5 BB S 5 RSO A AT
B AR LI L1

A T ARG ER R BEA T G, Wl 7 A g
AR, AT RAUENT . ARHIETE B SO I 8 2R S8 3 5 o 14 M A
71k T IR R I A A 46 X LA H U 17 5K LT
I A R A2 B SRR R (R RE D > AT 5 I R AR R 28 37 5 B
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