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Network Intrusion Detection Method Based on Improved LSTM

HUANG Liang, TAO Da, WANG Xiumu, LIU Jingwen, LIU Yefan
(Seismological Bureau of Liaoning Province, Shenyang 110031, China)

Abstract; With the increase of network data and the continuous development of hacker technology. network intrusion de-
tection technology needs to further improve its accuracy and efficiency. To address this issue, a network intrusion detection
model based on evading network data and improving long short-term memory (LSTM) network is proposed. This model uses
the abnormal data generated during the hacker intrusion process as the training and testing sets. Afterwards, sparrow opti-
mization algorithm (SSA) is used to improve the LSTM network model, which is combined with convolutional neural net-
work (CNN) to further enhance the detection accuracy of the model through reinforcement learning. Experimental results
show that the detection accuracy of the intrusion detection model based on the improved LSTM network reaches up to 98.
51%, the response time is only 0. 84s, and the missed and false alarm rates are 1. 23% and 0. 36%, respectively. This
network intrusion detection model can effectively detects network intrusions, ensure real-time network security, realize net-
work intrusion defense, and provide a reliable technical support for network security, which is of great significance in the
field of network attack and defense. providing new ideas for research in related fields.
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