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Active Network Information Security Emergency Linkage Model
Based on Access Policy Control

ZHANG Yu', WAN Jun', CHEN Chengbin®
(1. Information Center of Guoneng Shuohuang Railway Development Co. , Ltd, Cangzhou 062350, China;
2. Guangdong Industry Technical College, Guangzhou 510300, China)

Abstract: In order to respond to network information security incidents, minimize the negative impact of intrusion at-
tacks on network information, and reduce the packet loss and error rates of network information, an active network informa-
tion security emergency linkage model based on access policy control is proposed. Capture active network packets as inputs to
the model. By using feature extraction and matching. the security status of network information is detected, and the model
program is determined whether to start based on the state detection results. Based on the strength characteristics of network
attack signals, track the source and path of active network information attacks, set model constraints from the aspects of net-
work node power, node capacity, and resource availability. The model’s active network information security emergency link-
age function is achieved through three steps: access policy control, information attack defense, and information recovery.
Through model validation experiments, it is concluded that compared with traditional emergency linkage models, under the
optimized design model, the packet loss rates of active static networks and dynamic networks are reduced by 3.04% and
3.53%, respectively, and the network information error rates are reduced by 5. 445 % and 6. 07 % , respectively. This proves
that the security emergency linkage model of the optimized design has higher application value.

Keywords: access policy control; active network; information security; emergency linkage model
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