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A Secure Boot Protocol for Bidirectional Authentication Based on IBC

FENG Yunlong, ZHANG Hongke, LIU Linhai
(No. 54 Research Institute, China Electronics Technology Group Corporation, Shijiazhuang 050081, China)
Abstract: The authentication process of traditional secure boot schemes is based on the Public Key Infrastructure (PKID system.
With the sharp increase in the number of devices, certificate management will increase system complexity, and the authentication
process only achieves one-way authentication, resulting in insufficient security. In addition, because of the selection of a chain-based
trust chain, there is a significant loss of trust transmission during the startup process. In response to the above issues. a secure boot
scheme based on the identity-based encryption (IBC) system is proposed, namely the IBCEB scheme. The scheme uses the national
standard SM9 algorithm of IBC system as an implementation method, implements the uncertified bidirectional authentication protocol,

optimizes the model of trust chain, and reduces the loss of trust transmission. Test on the ZC706 evaluation board, the test results

show that the device successfully starts after the bidirectional authentication, improving the security of the system.
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B AMNEZ 28] 3%k, FiRX e ZEBMINT H&4R G
PSR {5, ASEBL T B A % P B 0 0 DA E, 2 g
TR G WA RN ST H S,

Ak, 258 secure boot Jy BAFTEUN T B . &G, A
W7 ARSI TIE B A A ZE R Bt (PKI, public key in-
frastructure) {R#l, 7EREWEZA, IEBHERSTRE
Fo. HR, RAMEAGEEIRK, RREEEBRARZ.
M FFRiR a4k & (IBC, identity-based encryption)
BT A, BAEMIRES PRI B EHS LS
PR, fEMG4N PKI A, FH & 7 2058 Gk 5 A0k WL A ok
RBAFHIES . WA IBC o, AP HEEMHACS WS
WERBAE AP, LFRESHE = I IE B M & . % &
B FRL A, BT —F 3T IBC 4 #Y Secure boot %,
i Fr R IBCEB J7 %, L) Xilinx B Zynq7000 % %1 SoC A 4]
WAL G Secure boot W AR I AT 404, TEAI A48 IBCEB Jr
I X AT A, A RRAIEAE ZCT06 AL #R
FrSEa R, BE5 I REARE THE. IBCEB FELHUT
T8 Sl B P A JCIE B XU IAGE . 3F B TR AT 85 mY 1%
b R R R e RE (7 S
1 4% Secure boot

Xilinx #f t} 89 Zyng-7000 F%1 SoC, B 9Z M A F£A17
£l . ZYNQ-7000 R i I F¢ Y Secure boot JEH H A &
B, AWIKLL Zyng RN BN A0 B & 48 Secure boot
Wit A
1.1 REFIEHK

Ja 3 B 45 SCHF Bk i BOOT. BIN 3L, & Zynq J& 3
B4 SCE . B B FSBL. bit #. U-boot, Linux Py #% il
BootROM £ ji§i, .

BootROM # J¥ th Xilinx 4 5. )] J5 & ik ¥ %,
BootROM 7 1% % )i 3l J5 5 — BOpAT i ARG . L F 2045
FAE RS ARG S WL CPU. #1413 A 2 5 2h e Fn ki
Wija 3h oy A . 7 AT 58 B UG 4% CPU s AU RS 22 45
FSBL., 54, %2 FH Secure boot, Jf-4 BootROM if £
ot 5E T FSBL #3625 DL % A 25 T1E

FSBL fE 5 — Bt Secure boot 1 I #%.00 )7, & MAIEH
B E— ik PS. {fifi bit ¥ SCEX PL 4078 . 2624
PLEE T 8% U-boot, $UAT P& LAY, JFR2E CPU 4%
HFIAL, W R T Secure boot HfiE. FSBL if 2 4 £ T ok
FIFE P17 RSA M2 AIE L B AES fif % TAE.

HEIEEVERT, BOOT. BIN i Xilinx 2 1§ BootGen
T HA . BootGen AJ LI#% 4 M FSBL F| APP ) fir 5 1455,
FHCFERES X EGHMELELLE, FEAN
g, SkBm—EslekER, B-BRREFHSER
FHRE Y 43 X (Partition) , A 43 XY £ &8 7] 46 AES i
% . RSAZLZ, DS ICE a0, 3 g s
F RSA IE, BBAERAN 7 KIG B IMECFEIES, LA ff
Sy KR Al {50k . BOOT. BIN f&5# e 1 iR .

RSANIEMA RE G PRIA R, HEZEZR T, &

%32 %
JABBAR Sk ASEJn 2%
partitionl HMACIAE
partitioanﬁRSAﬁ:B FSBL. PSimageﬁ
partition2 PL BitStream
partition2fKJRSAVFE+H HMACZ: 4

E1  BOOT. BIN #% 2

T —AEBAUS A 0y CA (Certificate Authority), f£4 Se-
cure Boot S THAIEW M 4 MALEH . £44H PPK, FRH
PSK, A SPK, WA SSK, H i PPK #l PSK fE )y
CA T R HRCTIE A B B BT X . RSA B 47 19 8 20 £ 5L
x1PIR.

F 1 NIEM RS

FbEH 4 B i f & Lise
Primary public key(PPK) CA R 1 e
Primary secret key(PSK) CA ’
Secondary public key(SPK) | USER T R Sk (% 2 5
Secondary secret key(SSK) | USER

£ —~ Partition J5 IEH & RSA INIEM S Modu-
lus (n), PPK, SPK, PSK X} SPK #9454 {8 #1 SSK %} Par-
tition N2 24 1H .
1.2 Secure Boot i 2

f& 45 Secure Boot TR — M4k 3 BB MER BB,
INERT B R A % B B . fERR sl BB h, WEB — 4 XX
— A XA IAIE R % . O T ARG AR AR AR, TR A
eFuse (Electronic Fuse), B2 — KM mEETT G4, 1E1A]
HEE WA G R TE R . % Zyng V6L, PS
A PL M4 —4> eFuse, PS{ eFuse FF5IE CA &
41, PLANE eFuse /75 AES & 9 #640, AT AEA
Gy R . N T AL ULEREE PS MY eFuse #%Jfy eFusel, PL
MY eFuse Xk eFuse2, T A 444 B B2 i my) T4E, H
i, Secure boot F1& fF5 & X UK 2 iR,

2 2 Secure boot 1555 X

e P
p Partition N2
H(m) m G 78
Ees (m) AES B8 5 1 m
D s () AES B 9T % )5 1) m
Spsk (m) 18 F PSK %f m 25 44
Vpx (m) i ]} PPK X m 3473025

f& 4% Secure boot FAEMAE 2 IR,

s b Be. P i AR L AES % B0 R RSA % B
(SPK. SSK). 4 &E CA EMECTFUES . B AT AR I Spe
(SPK), #KJ5 11 eFusel 1hEE CA WA AE H
(PPK), HeJa b T8 AES [N%s, 214 eFuse2 FRE
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BOOT. BIN eFusel, eFuse2
\ J
4 N
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PP 75 fif
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& 2 {48 Secure boot Wi &

AES %41, W& R )a % B L — 7 )3 3h B 15 4% =X A4 K
BOOT. BIN 34,

INER B : D BTG S5 X EL RG4S
®WCA, wAFILEIHARX (D, R —B800 3% 5%
KEAERN CABRMMHF;: 2) ATHIAAPHEGHES
HU5T. WA R I 9 SPK AES . i () i
AT EeAE . A A AH 45 0 B P B LS

H(PPK) = eFusel (D
Virk (Spsk (H(SPK))) = H(SPK) (2)

RN E: 3 Mz EirEA (3, MRS XMW
SEREPE, LIRS B BB RT AES 5l i, 4) B
eFuse2 1) AES %4, RIG¥ % Kk A AES 5] % fig 4%,
A (O, ZEH CPU BHIERRA T —n X, MiE
T—aXEE LRSER, BREE PR, &N
5 AR SE R T s R A 2 42 ) Bl R

Ve (Sssk (H(Eags(p)))) = H(E \xs(p)) (3)
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1.3 1£4 Secure boot FE 447
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dsA, W% 4 A

K s AES fin s % 4

KGC: BB L, FEPHELHIME, fstHP
R A %2 RV AR R 43 k. R iE KGC 58 27T {5,
A ks I3 ER .

User: ToT 470U A & MM HE. FP ID AT LUEH
TS . WA )P H] . User &RF 1M KGC RIEH AP %44
B dsAv, DL m KGC HHEM ToT #4144 B8 dsA,
B T P A dsAy dsAy B i ARt ER .

IoT ¥4 f8AA AN R, EE—-FR&IEAF,
FiE,. HP &t PUF $R 8 3% 4 4 e — 19 )7 31 5
IoTid, JfRi%%4 KGC {EMNEF dsA, /A . M H P
20 H eFusel 91525 H (P, | | Uid), fRi% eFuse H1 %%
PR T A AL, TR g N,

BOOT. BIN: IoT B #& W8 shBEA&CHF 2%30Fdi
45 4> 20 KX 301 28 13 AES % 1 SMO %5 44 J5 2B .
BOOT. BIN 7e 4 345 A ToT W42 5. SN EEBE I
By, SRA&HITINE,

2.2 FREI

IBCEB £ X B AR AWM. B sl Biff A M
#iagh 3L, Hhw LR &S5, 4 FA A
ZHRDMBWMAERY, DL LI SMY [H 85 1 #E 17 3% B
AL,

2.2.1 WRALH B

D KGC £ [Hpr SM9 I SH. JFER ks, Py s

2) FPxs ToT i #riztt PUF i, 153 loTid;

3) HF 5 KGC gy &4 i

4 AP E S Uld ik g 1oTID & 7% 45 KGCs

5) KGC 433k Uid 1 ToTid 4= % dsAy 1 dsA,, 3%
‘L

6) FHF A BN B Koanss

7 H P 7 eFusel #4885 H (P,,. || Uid), eFuse2 H
b5 AESkey,

2.2.2 BB B B

1) User #E£51 1IE % 1B 3h Fi 55 89 FSBL., U-boot, Ker-
nel, APP &30,

2) X T LA B —A> partition $UAT U1 H e AE -

(1) X partition ffi fH AES IN# 153 Exs (P

(2) ffiff] dsAy X Exes (p) #7213 5] Soav (Enps
(P));

3 @Fﬁ dSA] XTJ Pp\.l,,siﬁﬁﬁﬁﬁﬁ Srlx.r\] (Ppuh—s)§
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Partition

Uid

P

Sd.\.\ "Sign(P;>u1,—~ )

Sy, > Sign(partition)

4 HN# )5 partition 4544

D HMMEKERMGEREE. ¥ EREGIFE A0
BOOT. BIN H1,

2.2.3 JashbB

1) BootRom Fi BEMAT 40T #4245

(1) $£H Partitionl, B FSBL 431X,

(2) RO XH Py Uids FFHERIE H (P, ||
Uid) ZE5ET efusel PRYE, FHAFNARLE, ASH SN 11
.

(3) P PUF #4545 IoTid, F4{# A ToTid 115 Vi
(Sear (Pouy)) #HEEM AW AkSE, RNk W2 ka8 .
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(p))), AR WAL S 3, A W& LG5,

(5) f#i ] eFuse2 P K s ff 2% 24 B Partition,

(6) ¥:F CPU 4= #{ 4 FSBL,

2) FSBL [rBt:

(1) 3B Partition2, HJJ bitstream,

(2) BE D | (2) ~ (6),

(3) %8 partition3, Bl U-boot F kernel,

4 |BE 1D H (2 ~ 6),

(5) ¥ CPU #1H#145 Linux Kernel,

3 mefEHR

IBCEB J; 523 T F 7 A 45 1 BLIA IAIE . BE 48 41K
s it TBCER 7y % 19 55 £ 6 % ST 52 70t 70 A
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3.1 (EEsEER

Demper-Shafer MR E T /0 HTF L6 00 £ b o 72, H
W AE AR DR N E LI . A X B EEERN T (A,
B, Bt CHfEEMEAA T (B, O, A%l B3 CHfE
AR N Ty (A, O, WA

Ty (A,C) < min(T(A,B).T(B,C) ) (5)

WAl ) W, HARMEGEEELER D, F
L, FHTEEERLZ, IMEE P EET S
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[ BootROM ] [ App ]
lverify T verify
[ FSBL ] [Kernel ]
verify verify
. verify
BitStream Uboot

(Bootrom }—{ FsBL  J—(

Uboot ]

Kernel }—-( App ]

ISR i

3.2 ZREHSM

R T B E BootROM $0 AT 5 ] 3 BBUES v A8 1 15
E . Secure boot J& M BootROM FF #5147, R BootROM
M 2] J3 ] Secure boot, AE A wk<2% A PS #il PL 1) debug
Ui . PR AR B i JTAG 2 11076 3 3l B B vy 1R) 9 8 3 A
O AU AR T AR

AR B BT 3 B SR A S B A4 25 T 1 FSBL FRAE R 40
AR, BRSO S &3 AES s, 5 4 SMY 4 4
. AESTgIH AP B CAMIES 2| PL 1Y eFuse H1,
efuse PRS2 L 20, HN eFuse ARALEHEE T,
MR F B AES BB AYIE B0 N i B 5

B s T 3 S B B AR S o A S = AR X
AES 85| AT Wl . XM B AR TR TR,
[ R B A5 19 partition #& 3t T dsAy B9 4, H BootROM
MR SEM A Uld #7584, B8 A\ Wk A
AES f## BB, T dsAy J& KGC H Al F 4738 Uid A i,
T 56 253 5 1 ) s 3 ] S B 8 4 o FH T B0 B9 AAIE .

B AL T T 001 P 20 3 8 A R e A 1A 4% O 3K T 7 B P A
B XS RAEBCHEAER TR THELM. Bh IB-
CEB XA dsAy XF partition #4744, & dsA; Xt
P 174, i, i AP R B A ToTid
JEXF P AT IR DLSEEEA P B 45 1 3 ml D IE . P i
WATTAMA R FRR ToTid W ESFE&EARFE, XFEIET
PR3 1 A 2 TOTR B A AR .
4 KWHH

T B A T AR T 0 3] DR Y % A g B BRI
LRI, BEEEE Xilinx ZC706 L P74l R b 3547 55 3%
Ay Hr. ZCT06 ¥ # f  F ol XC7Z045, J& T Zynq7000
51,
4.1 ZLIidE

SMO A5 Hn 2 580k 2 i F AR IR B AR X B 85 Bk, 256
bit i SMO B3k fin % 5 B 45 [F] T 2 048 bit % 4/ RSA %
By, FFHIBBEEELT RSA, i, 5T HRH %6
] DIIE 9 22 4 e B D7 R TR S vk S 5 T E AR SM9 55
P, IBC R R SM9 S 7E 2020 F M A E ZArdE (GB/T

38635. 2-2020) . SMO [ 5 Hh ik B T iRy 2R A E X A L
2k, I HEEE TEAHEE RN Rate BEMXTBH, Db
Miller ¥R UCEL, #0 HH AR

SMY BBk FR BAE A BB B AT R PEX TR, R T
HAitBEARE R, ST EIIE AR, B TE PR 5L
Wrp, BEEE T R db B0 R A T R OF 4k B 0 T IR B 25 B R R
GmSSL, GmSSL 2B T X A B 8% 53k dr ik 2 40l
Fh eI EE R, Hb, 72 SMY Bk i) |,
GmSSL LI T 2 CAE FA (R il 28 1 4% o 53 0 45 28 B 4%
e, DR 5, JF HAEH hom AT R Ak
PiRrp

{45 Secure boot [ RSA TAFE /& 7E FSBL [ Bt F RSA
PRI S, ULl T X bR 22 5, 7 206 FSBL o
F) RSA ATECTE MR . 35+ GmSSL SEBL ) SMY 4 45
o mACRS . JF7E FSBL Wb 58 2 Ja . in# bit i 2
fii. BPfE Fsbl Hook Before Bit stream Dload () F# hook P&
b, MRS S BN R, X JE SR A X S8 SRR I Y

B B BT FSBL & H Bootrom iz & OCM 47, i
OCM fy K/IMXUA 256 kB, JHidds 64 kB it A2k,
I, FHEHRGR GmSSL . AR EmE &AW, Hik#F
Release 5 2 4 1% FSBL, {HYEK ] £ 5 D A0S 1475 8% 6 2%
W e, U IR R BB Iscript. 1d SCHF, K . heap Brigt
B% ps7 ram 1S AXI BASEADDR . A fE5e
IF SMY EAH F FSBL

FESCHL T ST SMY MIATEDRE SR . T 25 B % 3¢
RIS o T zyng A B BE {1 3 HE 19 95 808 ik 100
MB/s. BB EFENTH Zynq7000 B B 7 35 HY AES 57
B BRAE PR A B AR SR I, ] BootGen T H., Xt
B AT I #s LA B e S A . A USSR A 6 TR .

B Create Boot Image S S L=
Create Boot Image
© Specfy a part name to auto generate key file. @
Architecture:
© Create new BIF file @ Import from existing BIF file
Output BIF fle path: EAMASDcardv27\output bif [Browse)
UDF data: Browse—
Eispiit Output format:
Output path: EA\SDcard\27\BOOT.bin -BW—
Boot image partitions.
File path Encrypted  Authenticat. |
(bootioader) EABASDCard\T777\FSBL SMO.eif ses none
EARy\SDcard\7777\base_xynq wrapper.bit aes none [Detere]
EARSDeard\T777\u-boot.eff ses none
EARNSDcard\7777\image.ub ses none
Up
@ [Preview BIF Changes] [ Createimage | [ cCancel ]

K6 R B BER

R GRAERTE R, HP &g SMY 5% xt
BOOT. BIN H1 443 X BN 43 X (1 28 4415 BRI P, 8 2 15
K. X BOOT. BIN 2 £ i 2 40l 7 fis o

eFuse (55 75 2 A Xilinx $24E 1Y) eFuse ¥ 3, 7EiT
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[fyl@localhost SMI_user_sign]$ ./SMIsign 23 M5B N SD Fk B sh &4, AR Esh ik 9
PR .

¥ fl@localhost:~/sm3/final v/ Serial-COM4 x

***k********begining Sign*************

Reading dsA

SM3 init oK
Reading source file OK
signing file OK
generating sign file OK

k********k**#k*si n done**#k**k****k**

[fyl@localhost SM9_user_sign]$ I

B 7 %t BOOT. BIN % 4 i 2

FEUF H (P || Ui JG . 45575 A 9K 3h 19 B 5 S0P
LEHIRFEHUR . 48 JTAG 51 S8Rl XSCT fr 417
A eFuse #EATHES . #TF AES B 81017654 BIRH /78, —
PN AfEfE & eFuse R, B4R eFuse NI 4, AEER%
B, (RIS AR TERR s 5l T LR A7 B/E BBRAM
. BBRAM J ph i it 0k b 9 — Bt RAM., £ JF & B 5 o I
Hob R R 2 %k O LT AW s, T O (E
Mk P T BBRAM JE X 74 AES %41, BBRAM f£JF &
BT P S R R T 2k L B AT LU k. 85 AES 41l
[l 8 R .

4. Program B8R Key (=)
To program the AES key into the Battery-Backed RAM (BBR), please select an AES key file. '\‘
AES key file (aky): | EMySDcardmt/outputnky [x] E]
AESKey0 |1DAS_7623_834F_4796_208F_E02A_C211_348F_3315_D43C_122A_DC07_371F_8CB7_1189_1933 |
< >

K8 JE AES %

4.2 ETWHERS5HH

A VAT 10 B T B i ] — i R 3 ARy A
BootROM ¥ FSBL M AEGK A [l i2 2= OCM (B[] 7, . FS-
BL ¥ )54k U-boot, Kernel \AEf# 4 I #ki& = DDR i ] ¢, .
PLJ U-Boot. Kernel 25 B & 014 LETR] 7, ,

XFF ¢, HF BootROM [ AS A fi% gl M FAS BT 5[] 4
FETCEM R o HERMECE, (A28 E T FSBL
FK/NAY S 100 kB, #H b F bit . U-Boot. kernel — fi%
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[l reading KGC_Ppubs 0K
[l generating IoTid oK
3l Comparing hash value OK
Kl In FsblHookBeforeBitstreamdload function
reading KGC_Ppubs Signature OK
Il calculating SM3 hash 0K
W verifying...
=8 verify Ppubs by IoTid 0K
[l reading Source file Signature 0K
Ll reading Source file 0K
calculating sM3 hash oK

Exiting FSBL and Handoff to U-boot

U-Boot 2018.01 (Mar 03 2023 - 01:10:40 +0000) Xilinx Zynq zC702

Board: Xilinx Zynq
Silicon: v3.1
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reading KGC_Ppubs OK

generating IoTid oK

Comparing hash value oK

In FsblHookBeforeBitstreamdload function
reading KGC_Ppubs signature OK
calculating sM3 hash oK

verifying...

verify ppubs by IoTid oK

reading Source file Signature OK
reading Source file OK

calculating sM3 hash OK

verifying...
verify not ?ass
Exiting FsblHookBeforeBitstreamdload function
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