TP S . 2024, 32(8)

Computer Measurement & Control + 163 -

EEETEF S

NXEHS 1671 -4598(2024)09 -0163 - 07

DOIT:10. 16526/j. enki. 11-4762/tp. 2024. 09. 023 hESES . TP393 XERFRIRAG A

ETETHEREMNNEBEEGMNERE
=S BRI

QF ;«gn ﬁl,z

(1. [EREWI BBk R A IRTHUERAF . W78 JF 0341005 2. JbRtsZil R, Jbat 100044)

FE: BREKEAE M S EBR G M R P A 5 2 B M 45 B0ty . BRARM 2% B2 ks O TP A IR B0 T8 T A W M B I
B R B3 15 D 2 22 A I R 585 LA STMB2F103 S 7% s W 3 W0 ) s bl & o 365 o FHF SRR L AL BRI 20 B 540 300 2o 478 ) 28 i
HAMEED, M USART SEGHRE LM T 8 8 86, Beit4 0 8o (& 50 v B . R JH 3k A% 1 5G v 38 58 i A iy v 3 4 5 R e R AR
SO O G S R R v LRSSl A T i L SR BB B R R s T A A 0Bk PO B AR, O A T L A o —
MBS . 245G AES IS5 B R B0 2 B S0, AR A AL EE . R IBOUE A A AL 3B R ALY A SO e % SCHEDY
P A P2 2 A s R GRS R AT T R G R R R R AR 3006, % TF kA R KA 260 bit/s,
BA @BomE e 1.

KGR EWWHR ;s PRI MY ZRaMELRS: AES I

Design of Railway Communication Network Security Encryption Control
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Abstract: Railway communication network is prone to network attacks during data transmission, which reduces the security of the

2. Beljing Jiaotong University, Beijing

network. To address this issue, a railway communication network security encryption control system based on the narrowband Inter-
net of Things was designed. Using STM32F103 as a narrowband IoT control terminal chip, it is used to collect, process. and analyze
the data. Through the control terminal and human-machine interface, USART is used to download and debug the computer, and de-
sign the interface data transmission circuit. The input current signal and voltage signal are switched by using a dial switch circuit, and
the output voltage is corrected by adjusting the resistance to achieve efficient data transmission. The narrowband IoT encryption tech-
nology is applied to ensure that each sub organization has a unique attribute key. Combined with AES encryption algorithm. the data
is encrypted into the ciphertext. Through inverse transformation and decryption processing, noise phase is obtained to avoid disorder-
ed ciphertext affecting the sorting of sub ciphertext, and achieve the communication network security encryption control. Testing re-
sults show that the maximum channel error rate of the designed system does not exceed 30% , and the maximum network throughput
is 260 bit/s, which has efficient encryption control capability.
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