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IP Address Detection of Regional Internet Attack Sources Based on

Traffic Characteristics

YANG Bo, XU Shengchao, MAO Mingyang, CHEN Gang, WANG Hongjie
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Abstract: When regional internet is attacked, its traffic will undergo significant changes. Therefore, a regional internet attack

(School of Data Science, Guangzhou HuaShang College, Guangzhou

source IP address detection method based on traffic characteristics is proposed. NetFlow technology is used to collect the high-speed
IP data stream forwarded by users and obtain network traffic data. Removal processing for abrupt data is implemented in network
traffic. By minimizing redundancy and maximizing correlation, the traffic characteristics of the Internet are extracted to improve the
detection accuracy of the attack source IP address. With the information entropy of traffic characteristics as an input, combined with
extreme learning machine and k-means algorithm, the attack traffic detection and determination of Internet attack source IP address

are realized. The test results show that under the application of this method, the quality index of attack source IP address detection is

0. 97, indicating that the detection accuracy and quality of the proposed method are better.

Keywords: flow characteristics; regional internet; attack source; IP address detection; information entropy
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