EEETEF S

AL R S PEH . 2023, 31(11)

Computer Measurement & Control o 221 -

B RS 1671 - 4598(2023)11 - 0221 — 07

DOI:10. 16526/j. cnki. 11—4762/tp. 2023. 11. 033

FE S ES TP309 XHRFRIRAG : A

ETF RIS LA HRABIER
AR 4P 0 B A 018 7
£ A%

(PHIL K2 BB, PE%E 710130)

FEE (e A OB W A0 S R b BE R 2 g R P el . R T A s o v oA SO B 1 A
TR 2 Ak Bt T T A 2R A A EOR B R AR I A AT s R P R AR . LA A A M AR AR A
i KBS RABCEARAE . P8 9 s VE2E B s B Logistic IEWeST . (U4 B IE RA R H Y], il AL, R, FH&
T A R LR B AR P AL B s R R R R EOR . R R AR B Oy R TR PR AR . SE B X
KB BRFA PRI et s SO AR W] . BT 8 B i W) SCORIE SO LB AR 7 190 9080 2 o M o v 36 98. 9%, . B
H TR T BB L D, B EAF i . B R R AR AR ROR . A RBORAR T KR RA KON A 58 RS . s T 40 A
KBTI A7t T A i 22 4 1k

KGR JBIESE; A AREE s BRI MRS Logistic {ihl B

Design of Distributed Big Data Privacy Protection Encryption Control
Model Based on Attribute Classification

JIANG Chunfeng
(Modern College of Northwest University, Xi’an 710130, China)

Abstract: In the storage and transmission process of distributed big data, data is highly susceptible to malicious user attacks, re-
sulting in data leakage and loss. To improve the storage and transmission security of distributed big data, a distributed big data priva-
cy protection encryption control model based on attribute classification was designed. Mine user privacy data, and store it in a distrib-
uted structure, Determine the attribute type of the distributed privacy data based on its characteristics. Using Logistic chaotic map-
ping, the data privacy protection key is generated iteratively, and the encryption of private data is realized through the anonymization,
chaotic mapping, homomorphic encryption and other steps. Classification technology is used to control the access process of privacy
protection data, and achieve the distributed big data privacy protection encryption control under the constraints of transmission proto-
cols. The experimental results show that the similarity between plaintext and ciphertext in the designed model is low, and the accura-
cy of access revocation control reaches by 98.9%. Under the attack and no attack conditions, the loss of privacy data is relatively
small, and it has good encryption, control performance, and privacy protection effects. It effectively reduces the risk of privacy data
leakage and improves the storage and transmission security of distributed big data.

Keywords: attribute classification; distributed big data; privacy protection; encryption control model; logistic chaotic mapping
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