P PLI 5 . 2024, 32(D)

+ 192 - Computer Measurement & Control

gt 58 A

NXEHS 1671 -4598(2024)01 -0192 - 09

DOI:10. 16526/j. cnki. 11-4762/tp. 2024. 01. 028 FE %S TP309. 2 EkARIRAD A

ETHFEMNSHABRBEITREREE

& B, BZE

CF By RH R (5 BB AR BE . WK H B 266061)

FE TR R A DS B B L TSR AR BB R S KR AR S R RET A BT AT, &
B BRI R o) REAS SE BB A B A M ) Bt e 5 L (H A 2 LA Bl 2L T PR AR A — SR TR, — Oy T PR R 55 A AR
oAb PSR BB B AS . B A B SO X T 2B IE TR . 25T AR IR A R A AR R i I i
. SEBERAMEE . BT BRI AT. SCREIR I T — o DX R R S o] A 45 4 A LS B R 20T A 0 R RE A AR Y 43 A1 3K
WeIR g ) oMy R RS Ay, KBS E T M AR, JFER RS BRI T — A T EER W AOEER LR (RBLNS),
XS5 R L, RIES SRR L S (FRAIREN . RBLNS R B F R p S 1Pk g .

R M Kl DT W AOEE: RARY

Reputation-based Learning Nodes Selection Algorithm for
Decentralized Federated Learning
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Abstract: Due to the increasing risk of privacy leakage, the collected data usually contains a large amount of privacy information,
data collectors are reluctant to share their private data, which leads to result in “data silos”. Federated learning enables data sharing
without leaving the local area, but there are still some problems on sharing among multiple data. On the one hand, the centralized
processing of central server suffers from expensive cost and single point of failure. On the other hand, for multi-institutional data sha-
ring, model training might be affected by participating nodes mixed with malicious nodes, which leads to data privacy leakage. There-
fore, Based on above analysis, a new distributed federated learning architecture is proposed to combine blockchain and federated learn-
ing, realize the efficient node selection and communication, and it enables direct communication between participation nodes instead of
relying on central server. Based on the proposed architecture, a reputation-based node selection algorithm scheme (RBLNS) is pro-

posed to screen the participating nodes. and ensure the privacy and security of the participating nodes. The experimental results show

that the RBLNS significantly improves the test performance of the model.
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