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Design of Power Carrier Communication Abnormal Signal Monitoring
System Based on MCU and FPGA

ZHANG Wei

(School of Artificial Intelligence, Xi'an Aeronautical Polytechnic Institute, Xi’an 710089, China)

Abstract: In order to ensure the safety of power carrier communication network, and it is supported by micro-controller and FP-
GA as the hardware, a power carrier communication abnormal signal monitoring system based on single chip microcomputer and FP-
GA is designed. According to the abnormal cause of power carrier communication network, the abnormal signal characteristics are set
as the criterion. Under the established power carrier communication network model, the signal acquisition equipment, microcontroller
unit (MCU) and FPGA components are installed to collect and process the power carrier communication signals. Through feature ex-
traction and matching of real-time communication signal, the abnormal state of the current signal is determined, and the abnormal sig-
nal semaphore and type of signal are calculated. Finally. the monitoring results of abnormal signal in the power carrier communication
are output in a visual form. Through the system test, it is concluded that compared with traditional communication abnormal signal
monitoring systems, the monitoring error of the communication abnormal signal quantity in the optimized design system is reduced by
1. 37 dBm, and the error detection rate of communication abnormal signal type is 14 %.
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