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Design of Wireless Communication Network Security Encryption
Control System Based on Modbus/TCP

XIE Yuewei
(AECC Sichuan Gas Turbine Establishment, Chengdu 610500, China)

Abstract: In order to control the relative delay between plaintext encryption duration and ciphertext response duration, and realize
the security encryption of communication data in wireless networks. a security encryption control system for wireless communication
networks based on Modbus/TCP is designed. The real-time connection relationship is matched between the PowerPC embedded archi-
tecture and reset communication control circuit, the contribution value of the host and client to the communication network is deter-
mined with the help of the microprocessor sub module, according to the Modbus/ TCP protocol connection standard, and then the
communication data text stored in the switching area is integrated to complete the hardware design in the wireless communication net-
work security encryption control system. By the basic protocol elements, the transmission identity of the data to be encrypted is au-
thenticated to define the Modbus/TCP trusted protocol. The credibility conditions in the protocol file is used to set the key template,
determine the total capacity expansion of the data information samples by transplanting and processing the communication text, com-
plete the design of the security encryption interface, and combine with the relevant application components to achieve the design of the
security encryption control system in the wireless communication network based on Modbus/ TCP. The experimental results show that
the relative delay between plaintext encryption duration and ciphertext response duration of the designed system is always maintained
within 0. 1 ms, which can effectively realize the security encryption of communication data in wireless networks.

Keywords: Modbus/ TCP protocol; wireless communication network; security encryption control system; PowerPC architecture;

text migration; data expansion; relative time delay
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