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Abstract: In order to realize the exact string matching in the network intrusion detection system, based on leaf-appended and bi-
nary search tree and its architecture, a string matching algorithm is proposed in this paper. Firstly, the leaf-appended algorithm is
used to process the given pattern set to eliminate the overlap between the patterns. Then the binary search tree algorithm is used to
extract the leaf patterns and their matching vectors to construct the binary search tree. By the comparison results of each node, the
exact matching of strings is achieved through the left traversal or right traversal. To further improve the memory efficiency of the
string matching algorithm, a cascaded binary search tree is proposed. Finally, the overall architecture and architecture of each func-
tional module are given to realize the exact string matching. Experimental results show that the proposed design is not only superior to
the current advanced design techniques in terms of the memory efficiency and throughput, but also has flexible extensible.

Keywords: network intrusion detection system; exact string matching; leaf pattern; matching vector; binary search tree; pipe-
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FERCREIR B T e, 43300 0. 56 F70 /45 1. 32 45/
FAF. BRI Rogets Al Snort 7 88435l H 55 % 100 kB #l
300 kB {1y i BN AE, TG HER FPGA ix &5 2t 4 MB
W B NAE. B, BRER A 284 2 LU & NIDS fY 5 B 5%
M. BAIEF], Rogets 7 MA T NAFRE, B R Ro-
gets I FHREFRE /NN 26, T Snort i 256,

4.3 HntE

SRR Virtex-5 FX200T (% Xilinx ISE 12. 4 3 FPGA,
1E Verilog Hr S ¥ 2 B U A% . 3R 6 s X T4
FEIBERB R B (L ) MSEsR s f. T WL, 7EfT
AT, BEFEAHREARIC ORBRTEMN 15%0),
XF 24 FAR BB, LT 197 MHz B9BE, SCEL T
K Z 1.6 Gbps IyFFnt &, FEAUR/KZLEM T, Fnkh
KF]T 3.2 Gbps,

4.4 S5HBEIEHIZITAERE L

TENFERCR A ik i 5 T EAT . R WA R
Mo fe R SZREF LA RN, B e e 2 A U T Y Ak B R
BEo X FNAAEREN S, B/NE R RSB RI, mxs
FHE, BRMERREEHRIT. R 7 RN
THAE AT Se B By LE AR A . X s e kR O R R
B4 I (FM, field merge)™ . fii4y%] (BS, bit split)™ Hi
A A B (VS, variable stride)", B T AT H#, Xt B
KN 8 45 1Y 4 4~ Rogets Fll Snort MLt 58 Y A7 3L 5
IR FIAHF M FPGA 14593,

ALLES, X F R —F 0, A SO E AR A
WA E T IAOL T BRSSOk, S Eu ik
T FMR G, AR SCETSE I T 4 R AR AR
HE8 FM I 1/4 (X T Rogets il Snort K48) WAE, [FIH}
P L AENERELE. 5 BSEIHHE, A3 RH
FBS 1y 1/51 (XF F Rogets) F1 1/26 (% F Snort) KN
17, FRSeE L8 A&t /. b, ARTERIHMN
FEREMEEANRETASE (RFEFR WD,
XFFHAD BT M-SR KE, B tERES B E T .
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59 R, S RSB AR A I R RO s S S A < 139 -
#5 ANRBKEMEM Rogets Ml Snort T ML P 7750 %
Sort i

L=16 L=20 L=24
L, My M aim Mg L Mpum M ym My L Mpum M, um My
4 1681 664 8 373 990 1.47 4 1692 000 677 097 1. 36 4 1738 988 562 465 1.32
8 2101 728 8 373 990 1.71 8 2 165 246 677 097 1.63 8 2 179 246 562 465 1. 57
12 2 463 490 8 373 990 1.92 12 2 436 170 677 097 1.79 12 2 190 958 562 465 1.58
16 2 354 990 8 373 990 1. 85 16 2 575 922 677 097 1. 87 16 2 698 280 562 465 1. 87
20 2 462 830 677 097 1. 80 20 2 831 408 562 465 1.95
24 2 626 600 562 465 1. 83

Rogets “FHiL

L=16 L=20 L=24
L, Miyu M m My L, My M im Mg L Moy M My
4 716 803 2 470 0.56 4 717 671 414 0.56 4 717 795 0 0.56
8 1 549 896 2 470 1. 21 8 1551 237 414 1.21 8 1 551 237 0 1.21
12 2 186 955 2 470 1.70 12 2 187 246 414 1.70 12 2 187 246 0 1.70
16 2 816 526 2470 2.19 16 2 818 803 414 2.19 16 2 818 803 0 2.19
20 3 454 620 414 2.69 20 3 455 040 0 2.69

6 ARBKH G R
B K /byte 16 20 24
Fii 2 /MHz 217 210 197
# it /Gbps 3.5 3.4 3.2
£ 7 AXRIT.VS.BS il FM B fg th
ey PR ot gt/
o~ (byte/char) (Gbps/stream)
) Snort 1. 32 3.2
A -
Rogets 0.56 3.2
Snort 6.33 2.28
FM 444
Rogets 2.16 2.28
Snort 34.1 1.76
BS 24y
Rogets 28.5 1.76
VS Za 4 Snort 2.4 NA
5 HRIE

AR SCEF R RMURE 5 45 H3 By 65 50 D8 e $2 1 T — Fb it —
BN IE AN S A B AT R DL LA L R DL TE AN
TSRO 1% 0T IR 0 25 E I BEU AR, B R T S B
LI RSN s SCIAR R, 5 HATSC A B A T
AL ARG T S AF 1 N A ROCR FIAT ik s 7E R OR 19 WF 5T
W FRATIT RSO A SO B . RATE B A I R B D E 2
ATFAT . ik — A E TR 2 DT RO RS B A B AU S

SE Wk
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