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Research on Automatic Penetration Testing System Technology
Based on Machine Learning

NIU Yuekun, CAO Hui, TIAN Chenyu, LI Tao, WU Haotian
(CHN Energy Information Technology Co. , LTD., Beijing 100011, China)

Abstract: In order to strengthen the security level of the target system network and verify the threats and vulnerabilities of the target, an
automatic penetration testing system based on machine learning is designed, a variety of intrusion methods are used to to carry out automatic
penetration testing on the target. The global attack map is generated based on the vulnerability and connection of each network node of the tar-
get system, the attack value of the attack path on the target is calculated, and the optimal attack path is automatically generated. By using the
method of the multi-stage infiltration attack, the dynamic partition model of the infiltration attack is established, and the loopholes in the net-
work are used to approach and attack the target. The penetration test was conducted by simulating the enterprise network architecture. The
experimental results show that, the success rate of penetration attack launched by this research system is high, up to 95.4%. The target host
can generate the optimal attack path, and the attack value is up to 27. 3.
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