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Deformation Virus Detection Algorithm Based on Checksum Comparison
Method and Included Angle Cosine Formula

ZHU Lizhi

(Information Office, Nanjing University of Aeronautics and Astronautics, Nanjing 210016, China)

Abstract: Length comparison method, checksum method and behavior-based detection algorithm are three classic virus detection
algorithms. Therefore, a new virus detection algorithm is proposed by combining three algorithms. The idea of algorithm first detect
whether the program checksumand the programlength have changed. If there is any change. the weightcalculation formula for com-
puter virus codeis used to determine whether the program is infected by an unknown virus. If it becomes the host of an unknown vi-
rus, the virtual machinecodeis runto determine the functional attributes forthe unknown virus. At the same time, the angle cosine for-
mula is used to calculate the similarity of unknown virus, and the detection algorithm is used to determine whether the unknown virus
belongs to whichkind of virus. thus the purpose of detecting unknown viruses on the computer is achieved.
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