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Multi—scale PCA Periodic Attack Detection Algorithm
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Abstract; In the industrial control network, any abnormal intrusion behavior directly affects the on— site control and decision—
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making, so the safety detection of industrial control system is imminent. There are periodic intrusion attacks in industrial control sys-
tem, such as sine wave attack, triangle wave attack and square wave attack. The hidden distribution of these attacks is difficult to be
detected and will cause the wear and tear of the machine. At present, there is little research on this kind of attack detection. In view
of the above problems, this paper first decomposes the data to each scale by wavelet decomposition, and then uses principal component
analysis for local detection. Finally, the principal component analysis of each scale is composed of a comprehensive principal compo-
nent analysis model which contains the information of each scale. The experimental results of periodic attacks on public data sets and
self built data sets show that the overall accuracy of attack detection using this algorithm is 7. 4% higher than that using single princi-
pal component analysis algorithm.
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