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Virtual Machine Protection Enhancement Method Based on Graph Transformation
XIE Xin, LUO Lixia, CHEN Min

(School of Computer Science and Engineering, Hunan Institute of Information Technology, Changsha 410151, China)

Abstract: For the strong fixity between the connections of different modules of the virtual machine, a virtual machine protection
enhancement method based on graph transformation was proposed. Firstly, the structure graph of virtual machine framework was
converted into a directed complete graph, then multiple equivalence transformation strategies were applied to transform the nodes in
the complete graph, and finally diverse virtual machines were applied to different node modules for nest protection. The prototype
system for virtualization code was implemented by using the key techniques such as chaotic opaque predicates, jump tables and instruc-
tion equivalence rules. Experimental results show that the system is feasible and the method is effective.
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