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Research on Authentication Method of Network Terminals
Based on Block Chain Technology

Ye Haiming', Xu Xiaodong®
(1. 95910th Unit of PLA, Jiuquan 735000, China; 2. 94456th Unit of PLA, Weihai 264200, China)

Abstract; With the development of battle requirements, traditional client authentication based on central station authentication
system by wired network can’ t meet the need of current demands, which are authentication of both wired clients and wireless clients
by internal network having some destroyed network devices. In order to overcome these problems, a new authentication solution is de-
signed based on block chain technology which has features including decentration, consensus mechanism, tamper— proofing and so on.
And AES is used to encrypt classified information. Final the result is proved to be valid.
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self. chain=]

self. hash = None
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this_hash | 64 X Hed% hash k{5 &

% B3k X P4t hash B #E &

previous 64

% DX A Y 3T AL [R) A i 2 B

timestamp | 128

P 20 | AMZuig 1P Mk
MAC 20 | ARIZmng MAC #b ik

T 2 s B9 5 TR A B R IAE h nor-

mal/high/administrator

[X A level 20

Action 2 A 285 B 17 ()47 O 2 5 53 BROA
Attribute &5 legal/illegal
self. previous_hash = None
self. timestamp = time. time()

AR SRR A HA B B A S Nk . U R BCE Y hash
{EAVE AR BAE LA previous _ hash, £ # X B3k

def link(self, block) :

self. previous_hash = block[ ‘hash’]

def create_block(self,data) :

JsonData={

timestamp’; time. time() ,

‘data’: data
B
Az B DX BB Y 1 A i)
JsonData _ serialized = json. dumps ( JsonData, sort_ keys =

True). encodeCut{—8")

JsonData_hash = hashlib. sha256 (JsonData_ serialized). hexdi-
gest()

if len(self. chain) >0

self. link(self. chain[ —17])

iy A X A5 R

block={

‘timestamp'; time. time()

‘hash’:JsonData_hash,

‘pre_hash'; self. previous_hash,

‘data’: data

}

self. chain. append(block)

return block
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def sendToNode(self,ip,block) :
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sendSocket = socket. socket(socket. AF_INET, socket. SOCK_
DGRAM)

sendSocket. sendto(msg, (ip, NETWORK_PORT))

def broadcastSync(self) :

self. broadcastPacket(packet_sync_ request)

AT 5 T2 30K DX B A5 5 1) ) A kAT

def broadcastPacket(self, packet) :

broadcastSocket = socket. socket ( socket. AF _ INET, sock-
et. SOCK_DGRAM)

broadcastSocket. setsockopt( socket. SOL_ SOCKET, socket. SO
_BROADCAST, 1)

broadcastSocket. sendto ( packet, (" 255.255.255.255", NET-
WORK_PORT))
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def register_nodes(self) ;

values = request. get_json()

nodes = values. get('nodes)

if nodes is None:

return "Error: 5 55", 400

for node in nodes:

blockchain. register_node(node)

response = {"message": "H T A ELBIR", "total_nodes" .
list(blockchain. nodes) }

return jsonify(response) , 201

By iR

def resolve_conflicts(sell) .

neighbours = self. nodes

new_chain = None

max_length = len(self. chain)

4 e 35 11 M\ T Py 2038 9K B IK Bl
5k Ry A 3L UG
for node in neighbours:

printChttp://” + node + */chain)

e B K Y X R

response = requests. getChttp://° + node + "/chain)
if response. status_code = = 200

length = response. json() [ length’]

chain = response. json() [ ‘chain’]

RN R A A X s, JEAT B e

if length > max_length and self. valid_chain(chain) ;
max_length = length

new_chain = chain

if new_chain.

self. chain = new_chain

return True
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