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Design and Implementation of Intelligent Security
Lockout System Based on RFID Technology

Chen Zhiming, Li Cheng, Cheng Huaming, Jiang Chao, Lu Yujun, Guan Guofei
(Jiangsu Frontier Electric Power Technology Co. , Ltd., Nanjing 211100, China)

Abstract: In view of the shortcomings of the existing technology, an intelligent security lockout system based on RFID technology
is designed. This system integrates RFID technology, Internet of Things technology, artificial intelligence technology, and automa-
tion control technology to achieve the intelligentization and automation of the security lockout system jobs. In this design, a security
lockout system including a device layer. a lockout hardware layer, a lockout working layer, and a management layer was constructed.
and a communication module supporting the IEC 61850 communication protocol was used for data communication, so that the upper
management center could directly obtain the underlying RFID device information. The system also designs RFID smart locks including
tags, readers, and data management systems. The nRF905 radio frequency transceiver chip is used to receive and transmit security
fault data. The lockout control circuit with D triggers is used to receive fault signals. It also controls the PWM pulse operation and

executes the blocking operation. Experiments show that the method studied in this paper has short response time, fast calculation

speed, high accuracy and good stability.
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vvoid Init403(void)

{

P3SE L= 0x00;

P3D IR —= CSN + SCK;

P30 UT —=CSN;

structRFConfig
{

uchar n;

uchar buf[ 10]

y
0,0x75,0xOE+++

{

void Config 905 (void)

{

uchar i;

P30UTR. =— CSN;
SpiWrite (WC) ;
for(i=0;i<<RxTxConf. buf[i])
{

SpiWrite(RxTxConf. buf[i]) ;
}

P30OUT —= CSN

}
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