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Abstract: In order to prevent lawless persons from planting illegal programs when USB devices are connected with computers,

2. Venus tech Company, Zhengzhou

Technology, Jiaozuo

and stealing sensitive information in the computer or controlling the computer to issue illegal instructions to peripherals, this paper
proposes a plan to create black and white lists for USB—key access security. Traditional USB— key security precautions are based on
encryption authentication, without considering the security of USB devices connected to the tax control machine. Therefore, this pa-
per proposes to classify the connected USB devices and implement corresponding processing schemes for different types of USB de-
vices. Through the design and development of the hardware detection equipment and software control program for the tax control sys-
tem, the security detection is carried out from the physical layer to the USB device connected to the tax control machine. The hard-
ware design drawing and software control program flow chart of USB device filter are given, and several representative devices are

tested. The test results show that the device can effectively detect the legitimacy of USB devices and deal with the illegal USB de-

vices, which improves the security of USB—key access to USB devices in the tax control system.
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int Brand Matching(char *STR)
Al

//char *str = STR;

char str_tmpO[16]={0};

//char str_tmpOL5([8]={0};
1/ FHLATREN

3 char smartDev_Name([16] [10] ={ {"HUAWEI"}, {"XIAOMI"}, {"HTC"}, {"QUALCOMM"},
{"MEIZU"}, {"OPPO"}, {"APPLE"}, {"ANDROID"},
{"SAMSUNG"}, {"OnePlus"}, {"COOLPAD"}, {"VIVO"}
}i
//char str2[2]1[10] = {{"Aisino"}, {"NISEC"}};
char TAX Dev_Str([2][10] = {{"AISINO"}, {"NISEC"}};

char white list str3[2][10]={{"FS"}};
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