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Research on Architecture of Medical Alliance Based on
Block Chain Technology
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Abstract; In the medical development of our country, the role of medical consortium is more and more significant. The mode of

2. People” s Hospital of Zhang Dian District, Zibo

hierarchical medical treatment and two— way referral of medical consortium makes it convenient for the masses to seek medical treat-
ment. which gives full play to the leading role of tertiary hospitals and promotes the construction and development of modern medical
treatment. In the construction of medical consortium, data security should be guaranteed when data is shared between hospitals, and
clear protocol standards should be established. Traditional medical consortium architecture cannot solve these problems. This paper a-
dopts the alliance chain technology in the block chain, and puts forward a new technical idea and system framework for the construc-
tion of modern medical consortium based on the decentralization and security features of the block chain, so as to make the medical
consortium better adapt to the development of the medical field.
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func (¢ *MedicalAlliance) Init(stub shim.ChaincodeStubInterface) pb.Response {
return shim.Success(nil)
}

/1FEBR
func (¢ *MedicalAlliance) Invoke(stub shim.ChaincodeStubInterface) pb.Response {
funcName, args := stub.GetFunctionAndParameters()
switch funcName {
case "transTreatment™:
return transTreatment(stub, args)
default:
return shim.Error(fmt.Sprintf("unsupported function: ¥s", funcName))

}
/MainJFiE
func main() {
err := shim.Start(new(MedicalAlliance))
if err != nil {
fmt.Printf("Error starting MedicalAlliance chaincode: %s", err)
}

K6 &2y e

5.2 ERE4AMEHR

Lz htl, B—EREH#FAERREZHSH 1Y)
ME—MEtI2S . 125 50 € & I B 0912 W Rk A 55 R T
FHE, BEBZ M EE 2N, 4G E B B bR EE B
HEENLY.

LTI, HheFIENZEIELRME NS MM, 1
R BRSO B . RS 2 5 A A6 R R 0R I8 B 02 5 7 A8 8
H, SLHE 7 FiR.

1 1BESFA
if len(args) != 3 {
return shim.Error("not enough args")

}
/1 BESHEVERKE

ownerId := args[0]

patientId := args[1]

currentOwnerld := args[2]

if ownerld == "" || patientId == "" || currentOwnerId == "" {
return shim.Error("invalid args")

}
/IREER. BEFERTHEE
originOwnerBytes, err := stub.GetState(constructUserKey(ownerId))

if err != nil || len(originOwnerBytes) == 0 {
return shim.Error("user not found")

}
currentOwnerBytes, err := stub.GetState(constructUserKey(currentOwnerId))
if err != nil || len(currentOwnerBytes) == 0 {
return shim.Error("user not found")
}

patientBytes, err := stub.GetState(constructPatientKey(patientId))
if err != nil || len(patientBytes) == @ {

return shim.Error("patient not found")
}

/] BRBAERREAT SIHCHRE

originOwner := new(User)

/1 RFFFIuser

if err := json.Unmarshal(originOwnerBytes, originOwner); err != nil {
return shim.Error(fmt.Sprintf("unmarshal user error: %s", err))

pidexist := false
for _, pid range originOwner.Patients {
if pid == patientId {
pidexist = true
break

}

if !pidexist {
return shim.Error("patient owner not match")

}
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/1 1. BHEERHHEEE 2. EFERNABEL 3. BERLECR
patientIds := make([]string, @)
for _, pid := range originOwner.Patients {
if pid == patientld {
continue

patientIds = append(patientIds, pid)
originOwner.Patients = patientlds
originOwnerBytes, err = json.Marshal(originOwner)
if err != nil {

return shim.Error(fmt.Sprintf("marshal user error: %s", err))

if err := stub.PutState(constructUserKey(ownerId), originOwnerBytes); err != nil {
return shim.Error(fmt.Sprintf("update user error: %s”, err))

}
// BRERENEEd
currentOwner := new(User)
/1 RFFtuser
if err := json.Unmarshal(currentOwnerBytes, currentOwner); err != nil {
return shim.Error(fmt.Sprintf(“unmarshal user error: %s", err))
currentOwner.Patients = append(currentOwner.Patients, patientld)
currentOwnerBytes, err = json.Marshal(currentOwner)
if err != nil {
return shim.Error(fmt.Sprintf(“marshal user error: ¥s", err))

if err := stub.PutState(constructUserKey(currentOwnerId), currentOwnerBytes); err != nil
return shim.Error(fmt.Sprintf("update user error: %s", err))

}

/] BNEBEHLIER

history := &PatientHistory{
PatientId: patientld,
OriginOwnerId: ownerld,
CurrentOwnerId: currentOwnerld,

}
historyBytes, err := json.Marshal(history)
if err != nil {
return shim.Error(fmt.Sprintf("marshal patient history error: ¥s", err))
}

historyKey, err := stub.CreateCompositeKey("history”, []string{
patientId,
ownerld,
currentOwnerld,
]
if err != nil {
return shim.Error(fmt.Sprintf("create key error: %s”, err))

if err := stub.PutState(historyKey, historyBytes); err != nil {
return shim.Error(fmt.Sprintf(“save patient history error: ¥s", err))
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