PHE AL R S5 EH. 2020, 28(3)

62 - Computer Measurement & Control

izt 5 i B 2 BT |

TEHS 1671 - 4598(2020)03 - 0062 - 05

DOI:10. 16526/j. cnki. 11—4762/tp. 2020. 03. 014

FE 4SS TP393. 08 XEKFRIZAG: A

ETREEHARWMEREITARNEE

ML, B, ML, & 4
CPEAERHE R FESERLRRE S HOR % Be, I 41 621010)

FEE X% GE 00 0 2% S R 2 B0 A7 A L AR AR T 0 BRR . AR R ME R R AR . R IR R LA B T v A ) R R o Y )
s A% Spark HEZE R 25 45 SO Y SCHF o] LRI BE L AR ARV, R T — R B F R B B R A9 W 48 5 A7 o R ALY 5 ff ) NSL—
KDD 88 42 64T T 7 W 90 01F . 3¢ B2 7 0 7 o 6 258 R0 12 41 238 0 T T S8 00 4% 0 1 R 00 0 0 o AR A 0 %) o s 3 R AR AR 2R 43 30l Dy
96. 61 % 2. 92% , DOS. Probe, R2L F1 U2R PUFf 1 ik 25 7Y ) v i R 43 51 35 31 98.01% . 88.29% . 94.03% Al 66.67% , WiE T
W R ER g

KW REAEHA; WERWIT N RNl FHLERM; BILR k

Network Abnormal Behavior Detection Model Based on Big Data Technology

Liu Jianlan, Qin Renchao, He Mengyi, Xiong Jian
(School of Computer Science and Technology . Southwest University of Science and Technology , Mianyang 621010, China)

Abstract: The traditional network anomaly detection is limited by data storage and processing capabilities. which has the prob-
lems of low accuracy rate, high false alarm rate and unable to detect unknown attacks. To resolve this, combined with the improved
Support Vector Machine and Random Forest algorithm in Spark, a network abnormal behavior detection model based on big data tech-
nology is proposed. The method is verified by NSL—KDD data set, which shows that the method is superior to the traditional detec-
tion algorithm in accuracy and false positive rate. The accuracy and false positive rate of the overall detection are 96.61% and
2.92%, The accuracy rates of DOS, Probe, R2L and U2R respectively were 98.01% , 88.29%, 94.03% and 66.67% , which veri-
fied the effectiveness of the method.
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