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Optimization Design and Implementation of Video Surveillance Encryption
System Based on HLS Protocol

Wang Lin, Shi Tao

(School of Automation and Information Engineering, Xi’an University of Technology, Xi’an 710048, China)

Abstract: In order to ensure the security of surveillance video, and meet the surveillance video can be played in the full—platform
browser without plug—ins, a video surveillance encryption system based on HTTP live streaming protocol (HLS) is designed. The
server transcodes the surveillance video stream in the camera into HLS streaming media in real time and encrypts it. The client uses
the HTMLS5 technology to decrypt and play encrypted surveillance video using the browser. Different from the existing system, the
server does not encrypt all the data of the surveillance video, but uses the SAMPLE— AES encryption method to encrypt the key data
in the video, thereby reducing the encryption period and reducing the complexity of the decryption process. The experimental results
show that after using the SAMPLE— AES encryption method, the encrypted surveillance video can be played without plug—ins in the
browser of the whole platform, and the CPU and memory consumption of the client playing the video while ensuring security is signifi-

cantly reduced. This satisfies the need for each platform client to play encrypted surveillance video with less overhead, which effec-

tively improves the user experience.
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